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Overview of ADP Internet Security

ADRP Internet Security is the system that controls access to ADP Internet products. It provides
user authentication, a single sign-on, and centralized user management. This means that secure
user access to all ADP Internet products can be set up and managed within one application.
Users only have to register once and all of the ADP Internet products share the same registration
and login.

You will be set up as a Security Administrator in the ADP Internet Security system by your ADP
representative who will collect the necessary information from you to establish your account. As
the Security Administrator, you have access to sensitive company and user information. Security
Administrators (also called Client Administrators by ADP) manage employee access to ADP
Internet products through the security system.

Purpose of This Guide

This guide will provide an overview of the Internet Security registration and login process as
well as your user support responsibilities.
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Internet Security Registration

Setting Up Your Company for Internet Security

If your company has not been set up in the ADP Internet Security system, your ADP
Representative will contact you to gather the following information:

Company name, address, and phone number

Company codes (The ADP representative may already know these based on sales orders)
Client ID - You must choose a short, unique identifier for your company’s Client ID. The
Client ID is limited to 10 characters. For example, if your company is ACME Products,
Inc., your Client ID could be ACME. Your ADP representative can help you choose a
Client ID.

Self Service Registration pass code, if the product requires. This is the code your self
service employee users will need to register online for ADP Internet products. The
complete pass code consists of your Client ID and the code you establish. For example,
GenCo-1234abcd. (A hyphen is automatically inserted between the Client ID and the
code you select.)

Setting Up Your Internet Security Access

After your ADP representative sets up your company in the Internet Security system, he or she
will contact you to gather the following personal information in order to set you up as a Security
Administrator:

First and last name

E-mail address

Work telephone number

Work address, if different from the main company address

Security question and answer — These are two pieces of security information that you will
need during registration. The answer is case-sensitive, so keep this in mind when giving
your response.

After this information is entered into Internet Security, you will receive a confirmation e-mail,
which contains your User ID and Access code, and the URL for the Internet Security registration
page. You will use this e-mail to download the digital certificate you need to log in to the
Internet Security Web site and to ADP Internet products.

You do not need to use the self service registration pass code when registering for ADP
Internet products. On the Register for this Service screen, click I have an ADP User ID.
After logging in, follow the instructions under Subscribe Products.
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Downloading Your Digital Certificate

You must download your digital certificate before you can log in to ADP’s Internet Security web
site for the first time. Perform the following procedure on the PC you will use to set up and

manage

users.

1. Open the confirmation e-mail you received from ADP. (The URL shown below is for

lustration only).

From: stidhar_tottempudi@adp. com Sent: Thu 9/2/2004 10:49 AM
To: jdoe@acme.com
Cei

Subject:  ADP Generakted Message: Confirmation of Enrollment

Welcome! ¥ou have heen enrolled in ADP's Internet services. You

must register to receive a digital certificate, secure user ID, and
password. These credentials are reguired to access wvarious ADP Internst
products. Follow the instructions kbelow to complete your registration.

If wou have any questions or encounter problems during your registration,
please contact the Human Resource or Payroll representative at yvour company for
assistance.

John Dog — Personal Information

User ID = JDoe@ACME

Aocess Code = 3J+NhUChH

Personal Challenge: Phrase: = This is the secret guestionh and answer that wou
gawve to the Security Addwinistrator when wou enrolled.

INSTRUCTICNS
1. Please go to https://gada.nj.adp.comdpages/pub/registerd. jsp

2. Copy and paste your User ID and Alccess Code from sbhowve into the registration
acreen.

3. Follow the instructions on the site.

=

2. Click the URL in the e-mail or enter it in your browser to go to the following registration
page.

Note: You will receive a security alert before this page appears. When you do, click Yes
to continue.

i Microsoft end-user Enrollment - Microsoft Internet Explorer provided by Distributed Systems Engine

_1ol x|

@? Netsecure Internet Administrator

ADP Internet Administrator Registration

|+

Important: Be sure to request your certificate on the same computer on which you plan to use your certificate, If you need to
use the certificate on more than one computer - follow the instructions to copy your certificate between computers,
More

Information for the Digital Certificate (also referred to as Digital 1D)

*User ID:
Do @ACME
*Access Gode: sssssese
*Challenge Prompt: [whatwas your tavorite childhood pet's name? =1
*Challenge Response: [spot

(¥our password must be at lsast 8
*Password: characters lang and it must have at least
) bbb L L L) one letter and one number. Your password
is case sensitive.)

*#Confirm Password: ssssssssssss
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3. Copy and paste the User ID and Access code from the confirmation e-mail.
Note: The Access code is case-sensitive. Do not copy any spaces with the Access code.

4. Select the security question you agreed on with your ADP representative, and enter your
answer. Note: Your answer is case-sensitive.

5. Create a password for your account. Password rules are as follows:

e Your password must be between eight and twenty characters and contain at least
one alpha and one numeric character.

e Your password is case-sensitive.

e You can use special characters and spaces in your password.

e You cannot repeat any character more than four times. For example,
AAAAAAL1L is not allowed.

Note: For added security, your password will expire after six months. When your
password expires, you will be prompted to select a new one when you log in to an ADP
Internet product. You can select your new password online, and it will be effective
immediately.

When changing your password, you cannot repeat a password for four instances. In other
words, the system will retain a history of your last four changed passwords, and you
cannot reuse them. Temporary reset passwords will not be part of the password history.

6. Click Submit to download your certificate.

Note: You will receive several security alerts before this page appears. When you do,
click Yes to continue.

A3 Netsecure intormat acmesatraics

ADP Internet Administrator Registration

Congratulations!
Your Digital Cort

ficatn has boen succosstully geasratod and instaliod.

..........
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Result: A digital certificate is downloaded to your PC and your password is set. You are
now ready to log in to ADP Internet Security or the ADP Internet product your company
is using. See the “Logging in to ADP Internet Security” section for information on how to
access the security site. Refer to your product documentation for information on how to

access specific products.

Note: Your digital certificate is valid for two years. You will receive an e-mail
notification 60 days before the expiration date. The e-mail includes instructions for

renewing your certificate.

You can export your certificate to a disk/CD to keep as a backup in case your PC
crashes. Be sure to keep the disk/CD in a secure location. You can also import your
certificate to another PC from the disk/CD. For more information, see “How do | export
my digital certificate?” in the Internet Security online help.
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Logging in to ADP Internet Security

Important: Pop-up blockers may interfere with the display of valid pop-up screens
(confirmations, forms, reports). ADP recommends that you disable pop-up blockers or set up
your pop-up blocker to allow pop-ups for this site.

1. Go to the Netsecure Welcome Page: https://netsecure.adp.com.

2. On the Welcome page, click Login.

/23D Netsecure

& Manage my own account YT C LI T o
3 First time user? Click here.

® Having trouble logging in? Click
here.

3. In the Client Authentication window, select your certificate and click OK.

x|
i Your digital certificate is
~ ldentification . R

rRts T labeled with your first and

1 b eb site Yoo want to view requests identification. —1
! 5 Select the certificate to use when connecting, y IaSt_namev followed by the

expiration date.
John Doe Exp Sep 2006

Mare [rfa... | g Eerlificate...l

ok | cancel |
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4. In the Network Access window, enter your User ID and password and click OK.

Enter Network Password d |

Note: This check box is

% Flease twpe vour uzer name ahd pazsword. disabled for ADP Internet
products as an added security

measure. You cannot select

this option.

Site: acred.nj.adp.com
ite: q j.adp =

Fealm D& Strong Awth [14:26:54:1531]

User Mame IJDDE@AEME

xxxxxxx

Pazsword i

[~ Save this password in your passward list

Ok I Cancel |

Result: The home page for your company is displayed, similar to the sample below.

Reports | Resources | Help | My Account | Logout

m NEtsecure Security Role : Client Admin
Frequent Tasks: for user ID _ G0
[ ot || et || ocacross agueo, 200

UserlD : JDoe@acme
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Overview of User Roles

In addition to Security Administrators, there are Product users and Self Service users in the
Internet Security system. ADP will set up the Security Administrators at your company, and, if
applicable, the Product Users.

Note: If you are not a Security Administrator or Master, proceed to the Personal Account
Maintenance section on page 21.

You need to provide your ADP representative with the following information for security
administrators and/or product users who need to be set up at your company:

First and last name

E-mail address

Work telephone number

Work address, if different from the main company address
Security role (Security Administrator or Product User)
Security Question and Answer

Security Master

Security Masters manage employee access to ADP Internet products through the Internet
Security system. Employee users include Security Administrators and Self Service users. The
Security Master has access to sensitive company and user information. The Security Master has
the same roles as the Security Administrator except is the only role that can add Security
Administrators to Netsecure.

Security Administrator

Security Administrators manage employee access to ADP Internet products through the Internet
Security system. Employee users include Product users and Self Service users. The Security
Administrator has access to sensitive company and user information.

Product User — Not Used for iPay Statements

Product users require digital certificates to register for ADP Internet products, however, they do
not have security responsibilities or administrative access to the Internet Security system itself.
Product users’ access to ADP Internet products is controlled through the Internet Security
system.

Self Service User

Not all ADP Internet products have Self Service users. Some ADP Internet products offer users
the ability to self register for the product or service online. These users only have access to their
own personal information within the product. Self Service users therefore need a User ID and
password to register for and access ADP Internet products, but they do not need a digital
certificate, since they will not be accessing sensitive company information. Self Service users do

May 2005 11



ADRP Internet Security User Guide

not have access to the Internet Security system. Self service user access to ADP Internet products
is set up and controlled through the individual products.

May 2005 12



ADRP Internet Security User Guide

Security Role : Client Admin Reports | Resources | Help | My Account | Logouwt

US er Mal ntenance Tas kS Frequent Tasks: for user ID _ GO

The following is a list of the most common user maintenance tasks you will perform as a
Security Administrator. The tasks are explained in detail on the following pages.

e Finding a User
e Suspending or Activating a User
e Modifying a User’s Personal Information

e Resetting a User’s Password

e Reissuing a User’s Digital Certificate

For more information on tasks performed by the Security Administrator, refer to the Internet
Security Client Administrator Quick Reference Guide, which outlines procedures to help you
complete frequently performed tasks. To access the Quick Reference Guide, click Resources on
the toolbar, shown above.

The Internet Security online help also contains comprehensive information on using the Internet
Security system. To access help, click Help on the toolbar, shown above.
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Finding a User
4. On the top navigation bar, click Find User.

m NEtsecure UserlD : JDoe@acme Security Role : Client Admin Reports | Resources | Help | My Account | Logout

mm Acme Products Inc. August 8, 2003

5. On the Find Users screen, enter the user name and click Search.

Q If you only know the user's first name, then type the first name you want to search for.
W For example, enter John to search for all users with the first name John.

If you know the last name only, then type an asterisk (*) followed by a space and the
last name you wish to search for. For example, enter * Doe to search for all users with
the last name Doe.

You can also search on a partial name using an asterisk as a wildcard. For example,
enter Mary A* to search for all users with the first name Mary whose last names begin

with A.

Important: Your search must contain at least 2 characters (3 characters when using 2
wildcards). For example, if you are searching for John Doe, the following would not
be allowed: *o, J*, or *oh*.

May 2005
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"‘ :E' NEtSE{'\ure Isarily : Dor@acme  Securiy Role @ Chert Adiedn Beporte | Huzourees | Beip | S8y Sccount | Logout
=1
Find Users
FPlease enter the User Maive! [Firdnsms Ladnane]
S ar i cavsiin 5L -
e o] pilverced gearch soarch bps
examgle { John Doe, or * Dog)
=
=
el 5 |4 eemet P

Result: The User Results screen is displayed, listing any users that match your search
criteria.

/23D Netsecure

UserlD : JDoe@acme Security Role : Client Admin Reports | Resources | Help | My Account | Logout

Frequent Tasks: for user ID _ G0
Cha | Rt || femei IR

Find User Results

jan jones. return to @ simpls ssarch  advanced search

ADD HEW USER. |
Choose an action 'I apply to checked users GO

check all | Hame User ID Role Status Organization
I Jan Jones Jones@acme Client Product User active Client-acme

|&] Done ’_E" Inkernet 4
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Suspending or Activating a User

You may need to suspend a user due to extended illness or leave of absence. When the user
returns, you must reactivate the user to allow the user access to ADP Internet products.

1. First, you have to find the user. (See Finding a User, page 13.)

2. On the User Results screen, click to place a checkmark next to the user you want to

suspend or activate.

/3D Netsecure

UserlD : JDoe@acme Security Role : Client Admin

Reports | Resources | Help | My Account | Logout

Find User Results

jan jones return to @ simple search  advanced search

ADD HEW USER
Choose an action *| apply to checked users GO

Freguent Tasks: for user ID _ G0
mw Acme Products Inc. August 8, 2003

check all | Name User ID Role Status Organization
'_T% Jan Jones Mones@acme Client Product User active Clignt-acrne
&) ’_|—§|. Internet v

6. From the Action drop down menu, select Suspend or Activate.

/53D Netsecure

UserlD : JDoefacme Security Role : Client Admin Reports | Resources | Help | My Account | Logout

Freguent Tasks: BN a4 | for user ID _ G0
| ndauser | Fnguser [ AcmeProdurtsinc. August 8, 2003

Find User Results

jan jones return to @ simple search  advanced search

ADD HEW USER
Choose an action *| apply to checked users GO

Choose anaction Name User ID Role Status Organization
Rezet Pazsword

Feissue Cert 0 lones 1lones@acme Client Product User active Client-acme

& [ 5 [@ miemet

May 2005
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7. Click Go.

m Netsecure UserlD : JDoefacme Security Role : Client Admin Reports | Resources | Help | My Account | Logout

Frequent Tasks: for user ID _ G0
Dy | Rt | st S

Find User Results
jan jones return to @ simple search  advanced search
ADD HEW USER.
~ | apply to checked users G?L
check all | Mame User ID Role Status Organization
I Jan Jones Jones@acrne Client Product User active Client-acrne
&) ’_|—§|Q Internet 7

8. In the Change Status confirmation window, click Confirm.
Result: The user’s status is updated on the user page.

Note: If a suspended user attempts to log in to Internet Security or an ADP Internet
product, the user will receive an error message they do not have access to that product.

When you reactivate a user, the user will be able to log in to Internet Security or an ADP
Internet product with their original User 1D and password. A reactivated user does not
have to repeat the registration process.
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Modifying a User’s Personal Information

3. First, you have to find the user. (See Finding a User, page 13.)

9. On the User Results screen, click the User Name or User ID.

Result: The Manage User screen opens, displaying the information on file for the user.

10. On the left navigation menu, click Edit User Info.

/33D Netsecure

View User Info
Edit UserInfo
Assign Profiles
Reset Password
Reissue Certificate
Change Status

Delete

UserlD : JDoe@@acme Security Role : Client Admin Reports | Resources | Help | My Account | Logout

Frequent Tasks: BTN | for userID_ GO

View User Info

Personal Info

Name:
Challenge Prompt:
challenge Response:

Status:

Jan Jones
What is your pet's name?
pet

active

Security Role Client Praduct User

| awtuser [ Fnauser | acmePronuctsinc. August 8, 2003
=

Manage User > Client-acme > Jan Jones

Email: jan_jonesg@acme.com
Phone: 999 995 9999
Business Address
Street Address: 7 Water Street
Additional Street Address
Business Mail Stop: LI
‘@ https: finetsecureqa.ni. adp.com/pages/strongfadmin/SCadminic/adminjuser/editUser . jsp ’_’—é_‘a Internet v

May 2005
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11. On the Edit User Info page, modify the user’s information as needed. Fields on the page
with an asterisk (*) are required.

Field Description

First Name *

User’s first name.

Last Name *

User’s surname.

Security Question #1 *

This is the security question you established with the user before setup.

The question and answer are two security items the user must enter during
registration.

Security Answer #1 *

This is the answer to the security question you established with the user
before setup.

Status *

e Pending Approval — Reserved for manual self service validation.
e Active — User can log in and access Internet products.

e Suspended — User has been disabled by an administrator and cannot
access ADP Internet products.

e Locked — User has incorrectly attempted to log in more than 6 times.

You can suspend and activate users on the Edit User Info page using this
Status field, or on the User Results page by selecting Suspend or Activate
from the Action menu. For more information see “Suspending or Activating a
User.”

E-mail *

The e-mail address where the confirmation e-mail will be sent. The
confirmation e-mail contains the user’s User ID, Access code, and
instructions for downloading a digital certificate.

In addition, all Internet Security related correspondence will be sent to the
user at this e-mail address. It is important that users keep their e-mail
addresses current in the system.

Phone Number *

User’s work telephone number.

Business Address *

User’s work address. This will default to the address you entered for your
company. You can change the address, if necessary.

Home Address

Entering the user’s home address is optional.

Additional Info

Entering other personal information, such as pager and fax number, is
optional.

Security Info

Entering additional security information is required for self-service users
only. All other users cannot see the security information for self service
users.

May 2005
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12. When you finish entering the user’s information, click Save Changes.

Result: The Edit User confirmation window is displayed.

) Edit User Results - Microsoft Inter -0l x|
&n e-mail addr
de
sent to th
User Successfully Edited
Continue |

Note: If you change the user’s e-mail address, the Edit User Results window will display
a message informing you that an e-mail will be sent to the old address to notify the user
of the change. In the event that the new e-mail address is incorrect, the user can contact
the Security Administrator to have it changed.

13. In the Edit User confirmation window, click Continue.

Resetting a User’s Password

You may need to reset a user’s password if the user forgets it and cannot reset it themselves.
(Self service users for many products are able to reset their own passwords, however, Security
Administrators and Product Users will have to contact you for assistance.)

1. On the Frequent Tasks drop down menu, select Reset Password.

Freguent Tasks: [FEE fnruserID_ GO

Select an Action
Reissue Cerlificate | March 14, 2003

14. Enter the User ID of the user whose password you need to reset and click Go.

Frequent Tasks: [l eS| for userl[) %

March 14, 2003

If you're unsure of a User ID, you can search for the user by name and find the User ID.

Tip
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15. In the Reset Password confirmation window, verify that the user’s e-mail address is
correct; an e-mail with a temporary password will be sent to the user. If it is incorrect,

click Cancel and notify the user to update their e-mail address. If it is correct, click Reset

Password.

/3 Metsecure - Microsoft Internet Explorer o ] |

T, -]
Reset Password > Jan Jones

An Email with a termmporary password will be sent to the
user at the given e-mail address.

Please confirm the email and click on 'Reset Password'

Name Email
Jan Jones JanJones@acme com

RESET PASSWORD CANCEL

[

Result: An e-mail will be sent to the user containing a new temporary password. The user

must log in with the temporary password and then follow the on-screen instructions to
change it.

()- If the user does not receive the temporary password e-mail, please contact your LAN
» administrator to ensure that your firewall can accept e-mails from your own company.

May 2005
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Reissuing a User’s Digital Certificate

You may need to reissue a user's certificate if there is a computer hard drive crash or the user is
assigned to another computer.

1. On the Frequent Tasks drop down menu, select Reissue Certificate.

Frequent Tasks: EEELEEae B4 | for user ID
B Gelect an Action

Reissye Certificate March 14, 2003
Reset Pazsward ]

16. Enter the User ID of the user whose certificate you need to reissue and click Go.

()- If you're unsure of a User ID, you can search for the user by name and retrieve the User
Tip ID.

Frequent Tasks: [Foae i kd| for user ID Eﬁ

March 14, 2003

17. In the Reissue Certificate confirmation window, verify that the user’s e-mail address is
correct because an e-mail with instructions for downloading a new certificate will be sent
to the user. If it is not correct, click Cancel and notify the user to update their e-mail
address. If it is correct, click Reissue Certificate.

4} Netsecure - Microsoft Internet Explorer o ]

Reissue Certificate » Jan Jones B

An Ernail with a one time access code will be sent to
the user at the given e-mail address. This one time
access code can be used to download certificate

Please confirm the ermail and click on 'Reissue
Certificate’

Name Email
Jan Jones JanJones@acme com

REISSUE CERTIFICATE I CAHCEL
14}

[

Result: An e-mail will be sent to the user containing instructions for downloading a new
digital certificate.

()~ If the user does not receive the download new certificate e-mail, please contact your
» LAN administrator to ensure that your firewall can accept e-mails from your own
company.
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Security Role ; Client Admin Reports | Resources | Help | My Account | Logout

Personal Account Maintenance Freauent Tasks: [T or user 0 [ ©°

To update your Internet Security account information, click My Account on the toolbar, shown
above. The following table explains the menu options. For information on how to complete these
tasks, see the Internet Security online help. To access help, click Help on the toolbar. The help
topics are listed below so you can easily locate them.

Menu Option Tasks Online Help Topic

My Account Modify your personal account information How do | modify my personal
including address, e-mail, and telephone information?
number.

Change Password Change the password you use to log in to How do | change my password?
Internet Security.
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Setting Up Security Administrators

Important: Pop-up blockers may interfere with the display of valid pop-up screens
(confirmations, forms, reports). ADP recommends that you disable pop-up blockers or set up
your pop-up blocker to allow pop-ups for this site.

As Security Master, you have access to the same Internet Security functions as a Security
Administrator. You also have the additional responsibility of setting up your company’s Security
Administrators and Product Users in the Internet Security system. This task, explained below,
includes the following steps:

e Setting Up a User
e Assigning a Profile to the User
e Creating Additional User Profiles

For more information on your other security responsibilities and administrative procedures, refer
to the Internet Security Client Administrator Quick Reference Guide or the ADP Internet
Security User Guide for Clients. To access these documents, click Resources on the toolbar,
shown below.

Setting Up a User
1. In the top navigation bar, click Add User.

/23D Netsecure

Security Role : Client Master Reports | Resources | Help | My Account | Logout

Frequent Tasks: ERril b | for user ID _ G0
mw Acme Products Inc. August 8, 2003

UserlD : PJonesg@acme

|@ https:finetsecureqa.ni. adp. comfpages/strong/adminy’SC fadminC fadminftopcl. jspa FE'O Internet v

Result: The Add User workflow window opens and guides you through the steps to set
up a new user, which include entering user information and assigning a profile to the
user.
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* = Required Field

*First name

*Status
active N
*Email

A https://netsecure.adp-com - NetSecure -

Add User > Enter User Info

*Security Question #1:
¥hat was your favorite childhood pet's name? L

Microsoft Internet Explorer

MI *Last name
*Security Answer #1:
Security Role

Product User |+

*Phone Number

[Eg: 999 999 9999 OR 1 999 999 9995 Extn 99999]

* Country
usa ~

*Address Line 1
124 unknown St

* City

Anytown

Address Line 2 Address Line 3 Business Mail Stop

*State/Province *ZIP/Postal Code
Georgia L 30005

Country
usa ~

Address Line 1

City

E| Done

State/Province ZIP/Postal Code

v

é Q Internet

2. On the Enter User Info screen enter the user’s information, explained in the following
table. Fields on the page with an asterisk (*) are required.

Field Description

First Name User’s first name.

Last Name User’s surname.

Security Question #1 This is the security question you must establish with the user prior to setup.
There are several questions the user can choose, such as: What is your
pet's name? What was the name of your first school?

The question and answer are two security items the user must enter to
register and download a certificate.

Security Answer #1 This is the answer to the security question you must establish with the user
prior to setup.

Note: The answer is case-sensitive. Be sure to communicate this to the
user.

Status e Pending Approval — Reserved for manual self service validation.

e Active — Default status. User can log in and access Internet products.

e Suspended — User has been disabled by an administrator and cannot
access Internet products.

Security Role

This establishes the user’s level of access to Internet Security and ADP
Internet products. This field defaults to the Product user role. To set up the
user as a Client Security Administrator, select Security Admin.

Note: Once the user is set up, this field cannot be changed on the Edit User
page. For more information, see “How do | assign/remove a Security
Administrator?” in the Internet Security online help.
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E-mail The e-mail address where the user’s User ID, Access code and instructions
needed to download the digital certificate will be sent.
Phone User’s work telephone number.

Business Address

User’s work address. This will default to the address you entered for the
client. You can override the address if necessary.

3. When you finish entering the user’s information, click Next.

Result: The Assign User Profiles screen is displayed.

Assigning a Profile to the

User

After you enter a new user’s information, you must assign a profile to the user. The ADP Service
Center Administrator will create the default profile for each product your company uses. This
profile provides access to all authorization codes and should be assigned to Security Masters and

Administrators. A profile consists of a product, a role, and associated authorization (company)

codes. Product profiles allow you to control user access to ADP Internet products. You can
create additional profiles as necessary for your other employee users. This procedure is explained
in the next section, Creating Additional User Profiles.

18. The Assign User Profiles screen shows the available profiles. Select the profile you want
to assign to the user and click >> to move it to the Assigned Profiles list.

Note: If you are adding a profile to a user that is from another company but has access to
your ADP products, be

Assign Profiles for

A https://netsecure.adp.com - Netsecure - Microsoft Internet Explorer

Add Users > PCS TEST Demo > Assign User Profiles Step 3 of 4 ; substep 1

sure to assign a profile that is delegate enabled.

EIEX

Available Profiles

Assigned Profiles

iPay:lpay Admin:iPayAdmin

5
|

<< BACK

SKIP THIS STEP CANCEL
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Click Assign Profile.

Add Users > PCS TEST Demo > Assign User Profiles Step 3 of 4 ; substep 1

Assign Profiles for

Available Profiles Assigned Profiles

iPay:lpay Admin:iPayAdmin

|
.

<< BACK ASSIGN PROFILE | CANCEL

19. In the Assign User Profile confirmation window, click either Assign Another Profile to
return to the Assign User Profiles screen, or click Move to the Next Step to continue.

Profile has been saved.

ASSIGH ANOTHER PROFILE I MOVE TO THE HEXT STEP |

Result: The Add User confirmation window displays the user’s Internet Security User ID
and security role. You can choose to add another user at this time, or click I’m Finished
to return to the home page.
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User successfully added.
The user ID is ' JDoe @ACME".

The Security Role is "Admin".

ADD AHOTHER USER | I'M FIHISHED |

Result: If the product requires, you will have to go to the product registration site to
complete user set up. A URL will be displayed for the product web site. Otherwise, the
user’s registration is complete at this point. A “Confirmation of Enrollment” e-mail will
be sent to the user, containing a User ID and Access code, and the URL for the Internet
Security registration page. The user will follow the same process that you used to
download a digital certificate, if necessary, and log in to the security system.
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Creating an Administrator from an Existing User

An administrator may be setup during implementation of the products, however there may be an
occasion when a self service user will later be assigned the role of an administrator. The
existing user id can have the role of administrator added to it. This allows the new Security
Administrator access Netsecure using their existing user id and password as a self service

employee.

1. First, you have to find the self service user you are assigning the role of Security
Administrator. (See Finding a User, page 13.)

A HetSecure - Microsall Internet Explores

Ble  Edt Vew Favortes Took  Help
e - ) - (%] (&) fn Osewen Glprmeis ) (3- L4 - L) B

s | 48] teps: e tancure. adp. £om fuges irong fackmin £ fadminC fadesin fmain. s

/53D Netsecure

v B

Security Role : Client Masier Heports | Hesources | Meig | My Account | Logout

UserlD : TUserdemo@PC SDEMO

Find User Results

ADD NEW USCR

Chosse anacten = apply to checked users 60|
check al Harme: User I ok St Onganization

1 inay demod i moABPCIDEMD Cliert Self Service Usar Bctive Client-FCSDEMD

2. On the User Results screen, click the User Name or User ID.

Result: The Manage User screen opens, displaying the information on file for the user.
Validate the user’s e-mail address before continuing since updating the user’s role will
result in an e-mail being sent to the user with instructions on downloading a certificate to

access the administrative sites.
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2 NetSecure - Microsoft Internet Explorer

File Edit View Favorites Tools Help "
Q- Q- [¢] @ SO search 57 Favorites 462 - & -8
Address Qw« tsecure.adp.comff d dmin/C/ad =~ = E

/53D Netsecure

UserlD : TUserdemo@PC SDEMO Security Role : Client Master Reports | Resources | Help | My Account | Logout

FroquentTasks foruser o N ©°
| noavser [ mnduser | PCSTESTDomo August 24, 2005
-

Manage User > Client-PCSDEMO > ipay demo4

View User Info View User Info
Edit User Infi
1t Userinio Personal Info

Assign Profiles Name: ipay demod

Reset Password Challenge Prompt: What was your favorite childhood pet's name?
Reissue Certificate Challenge Response: spot
- Status: active
Rem ate
Security Role Client Self Service User
Change Status X
Email: jim_braithwaite@adp.com
Delete

Phone: 000 000 0000

Business Address
Country: USA
Address Line 1: 124 unknown St
Address Line 2:
Address Line 3:
Business Mail Stop:
Town/City: Anytown
State/Province: GA
Zip/Postal Code: 30005

3. On the left navigation menu, click Assign Profile.

2 NetSecure - Microsoft Internet Explorer

Fle Edt Ve Favorites Tools Help =
@Back - @ |1L| \E"‘ ) /.75earm \:\? Favortes %) - g - J 5
Address Qw- tsecure. adp.com d dmin/C/ad o vl Go

A3 Netsecure

UserlD : TUserdemo@PC SDEMO Security Role : Client Master

Reports | Resources | Help | My Account | Logout

Frequent Tasks: [Emrriied foruser iD [N ¢
| i | e iz

Manage User > Client-PC SDEMO > ipay demod

View User Info

Assign Product Profiles

Edit User Info

Client-PCSDEMO Profiles ipay demo4 Profiles
Assign Profiles (Product : Profile : Role) (Product : Profile : Role)
Reset Password
Reissue Certificate

Remove Certificate

Change Status

=
=

Delete

SAVE CHANGES

Result: The Assign Product Profiles screen opens, displaying the available profiles on the
left side.

4. Highlight and move the appropriate profile from the left to the user profiles on the right
side.
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‘2 NetSecure - Microsoft Internet Explorer

eque Select an Action | v [GIEEELIIY

Manage User > Client-PCSDEMO > ipay demod

[View ttsarinfo Assign Product Profiles
Edit User Info

Client-PCSDEMO Profiles ipay demo4 Profiles
Assign Profiles (Product : Profile : Role) (Product : Profile : Role)
Reset Password iPayIpay AdminiPayAdmin

Reissue Certificate

Remove Certificate
Change Status
| |

Delete

SAVE CHANCES

File Edit View Favorites Tools Help ’,l

eaa:k - Q |ﬂ \g h /f‘l Search \jt(FavurltEs e - :7 - J ‘f;j

Address | ] htipss/fnetsecure.adp.co trong/admin/SC/admin/C/adminjmain. sp v B

A : E" NEtsecure UserlD : TUserdemo@PC SDEMO Security Role : Client Master Reports | Resources | Help | My Account | Logout

0
v | v | st i 4295

5. Click on Save Changes and when the Profile assign/remove successful should appear,

click on Continue

A https://netsecure.adp.com/pages/stro... Z”E'E'

Profile assign/remove
Successful

Assigned Profiles:
adpProfile]D=PayAdmin 1

@ é ﬂ Internet
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6 ADP Lenerated Message: Lonfirmation of Change - Message (Flain Test)

| B Edt Wew ot Fgmok fook fetions ok :
| Roterty | Mooptyto | oBFormrd |G 0| ¥ YK (2 - w - 4 B

From:  Jm_brathmatsdadp. com Sent: Wed B24/2005 557 AM
T n_brathwakediads. com
b
Subjeck:  ADP Gerver kel Merssarge: Corlirmalion of Changs
i~ ru ADP digical eercificace. Thia oer roquired
roducts.
ne listed below Lo retrieve your new ce
If you have any gquestions or encounter probless during your registration,
or Payroll representative ac your company for assistance

INGTRUCTIONS
1. Please go to hitps://lh.adp.com/client/ index.htm

2. Copy and paste your User ID and Aocess Code from sbove into the registration screen

3. Follow the ipstructions on the site,

Result: An e-mail will be sent to the user with instructions on downloading a certificate
to access the administrative sites. The user will be required to enter their existing user id
and password and access code, which should be cut and pasted to avoid any mistakes in
keying.

6. The final step to complete the setup of the new administrator is to assign the Security
Admin role on the company level. This is done by opening the Manage company screen
and selecting Security Admin.

A NetSecure - Microsoft Internet Explorer [:IE|§|
Fle Edt View Fevorites Tools Help i

Qe - O Iﬂ g ,;\J /VNSEE[d’Y ‘»j?;;'Favurubes £ = - 3

Address ] http: tsecre. adp.c dmin/C fach jsp v B

/23D Netsecure

UserlD : TUserdemo@PC SDEMO Security Role : Client Master Reports | Resources | Help | My Account | Logout

eque Select an Action | RUTEEA Y

0
BT BT s 2157

Manage > PCS TESTDemo

i) View Info

E Client ID:  PCSDEMO
Security Admin Client Name: PCS TEST Demo
oo Country: USA

— Address Line 1: 124 unknown St

Address Line 2:

Address Line 3:
Town/City:  Anytown
State/Province: GA

de: 30005

zZip/P
Contact Phone number: 358 938 5559
Fax Number:
Contact Email:
Self Service Registration PassCode: PCSDEMO-IPAY

Company web site:
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2 NetSecure _ Microsoft Internet Explorer [=EE
I

File Edit View Favorites Tools Help 4

Qe - O [x] B b Oseaen Jrrevons ) - & -8
4

Address | &] htip: tsecure. adp. com)r dmin/C/ad jsp vl Go

/53D Netsecure

UserlD : TUserdemo@PC SDEMO Security Role : Client Master Reports | Resources | Help | My Account | Logout

FroquentTasks roruser o |
I T T s 1. 50

Manage Client> PCS TEST Demo

=i Assign Security Admin
Edit Info
PCS TEST Demo Users PCS TEST Demo Security Admin
Security Admin
GDemotest@PCSDEMO:Gina Demotest JSample@PCSDEMO:John Sample
Users IDemo 1 @PCSDEMO:ipay Demo1

idemo2@PCSDEMO:ipay demo2
idemo3@PCSDEMO ipay demo3
idemo4 @PCSDEMO:ipay demod

TUserdemo@PCSDENO:Test Userdemn

Products

SAVE CHANGES

Result: The Assign Security Admin screen is presented with the company users listed on

the left and the Security Admins on the right.

Find the user that has been assigned the new role of administrator from the list on the left

and move to the right.

2 NetSecure - Microsoft Internet Explorer E|E|E‘
ﬁr

File Edt View Favortes Tools Help

Qo - O [¥] [B] @0 Osexe Srrovones &8 2 12 P 3

Address [ cure.adp.co dmin/SC admin/C/admin/main.jsp ~| oo

/33D Netsecure

UserlD : TUserdemo@PC SDEMO Security Role : Client Master Reports | Resources | Help | My Account | Logout

eque Selectan Action v B er D

0
s e a2,

Manage Client > PCS TEST Demo

) Assign Security Admin
Edit Info
PCS TEST Demo Users PCS TEST Demo Security Admin
Security Admin
GDemotest@PCSDEMO:Gina Demotest JSample@PCSDEMO:John Sample
Users IDemo1 @PCSDEMO-Ipay Dema1 idemod@PCSDEMO ipay demod

idemo2@PCSDEMO ipay demo2
idemo3@PCSDEMO ipay demo3
TUserdemo@PCSDENO-Test Userdemo

Products

SAVE CHANGES

Result: This completes the task of assigning an existing user the role of Security

Administrator without assigning a new user id and password.
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