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Date: June 5, 2025
From: ADP Global Security Organization
Subject: Phishing Campaign: “Invoice #692204916— <client name> — Request for Payment”

ADP has received reports about fraudulent emails being sent to ADP clients. These emails
do not originate from ADP, and our analysis has revealed that they may contain malicious
content. We're working with our fraud prevention team and anti-phishing vendor to address
this incident. Please see the example below, which may vary in content and sender. See

Could you please confirm f this was done? If not, please sen or processing. We'll ensure the payment is made this week to take advantage of the discoun.

k ending 06-JUN-2025 Involce(s): 692204916

Invoice BillDste  DueDate Amount

692204916 | 05/30/2025 | 06/06/2025  $6,910.00

Accounting Team,
Please find the attached invoice also payment information for your processing. Refer to the email below for additional details.

Pay Via ACH only
Middlesex Federal Savings
Pay to: REGIONALADP INCESP S
CHECKING ACCOUNT
Account #:
Routing#:

As mentioned, a 10% discount has been applied, contingent upon payment being received before Jun 6th, 2025. Prompt payment will help ensure a smooth process.

Please DO NOT reply to this message. If you have any questions, please contact the Invoice Service Team by emailing . Thank you for choosing ADP.

Accounts Manager
Pronouns: She, Her,
Executive Strategic Planning 24/7 Business Coaching Line: 608-280-2600

Advisory and Portfolio Management Services Lifeline: 866-488-7386

ADP Strategic Plan Services LLC
1 ADP Blvd, Roseland, NJ 07068
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How to Report a Phishing Email
Be alert for this fraudulent email and follow the instructions below to report a suspicious

email to ADP.
e Do not click on any links or open any attachments within the message.
e Forward the email as an attachment within a new message to abuse@adp.com.
e Delete the original email once you’'ve received confirmation of receipt from

abuse@adp.com.
e If you clicked any links or opened an attachment in the email, immediately contact

your local IT support team for further action.
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