1 ADP Boulevard

Always Designing Roseland, N.J. 07068
for People”
Date: August 12, 2020
From: ADP Global Security Organization
Subject: Phishing Campaign: "ADP policy violation” and “Action required”

ADP has received reports about fraudulent emails being sent to ADP clients. These emails do not
originate from ADP and our analysis has revealed that they may contain malicious content. We're working
with our fraud prevention team and anti-phishing vendor to address this incident.

Message Sender:

Varying including :

Chiruka, Raymond <RChiruka<AT>ufh[.ac[.]za>
Suzanne Woomer <swoomer<AT>Bridgeport[.]Jedu>

Message Subject:
ADP policy violation
Action required

ADP policy violation.

i e
Chiruka, Raymond <RChiruka@ufh.ac.za> € Reply € Reply All =2 Forward
To Mon 8/10/2020 5:41 PM

Hello,

A policy violation has been filed against your ADP account. This may have been caused by a complaint laid by one of your employee. Sign in to https://runpayroll.adp.com<https://iamroneysingh.com/rxn> to view this filling and complete the required
process to avoid service interruptions.

How to continue:
Complete the automated survey sent to your dashboard and one of our agents will contact you to complete the process.
For more about ADP terms and policy visit https://www.adp.com/legal.aspx
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Action required.

<
Suzanne Woomer <swoomer@bridgeport.edu> € Reply € Reply All —> Forward
" Tue 8/11/2020 457 PM

A policy violation has been filed against your ADP account. This may have been caused by a complaint laid by one of your employee. Sign in to https:/runpayroll.adp.com to view this filling and complete the required process to avoid
service interruptions.

How to continue:

Complete the automated survey sent to your dashboard and one of our agents will contact you to complete the process.

For more about ADP terms and policy visit https://www.adp.com/legal.aspx

ADP services

ADP and the ADP logo are registered trademarks of ADP, Inc.
Copyright © 2020 ADP, Inc.

How to Report a Phishing Email
Be alert for this fraudulent email and follow the instructions below if you receive any suspicious email.
e Do not click on any links or open any attachments within the message.
e Forward the email as an attachment to abuse@adp.com, then delete it.
e If youclicked any link or opened an attachment in the email, immediately contact your IT support.

The ADP Global Security Organization continues to actively monitor this situation. Clients are encouraged
to visit our website at www.adp.com/trust to learn more about how ADP protects data, and how clients
can help protect themselves. Protecting our clients and their data from malicious activity is a top priority
for ADP.

Sign up to have new alert notifications delivered to you by email - visit the alerts section of
www.adp.com/Trust for more information.
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