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Date: June 11, 2019
From: ADP Global Security Organization
Subject: Phishing Campaign: “Your employee deduction has increased”

ADP has received reports regarding fraudulent emails being sent to ADP clients from email addresses that
have the following format: ADP Deductions <state-deductions.adp<at>uona.edu> with the subject line
“Your employee deduction has increased"”. These emails instruct the recipient to click on a link which
prompts for ADP RUN login. The link redirects the user to a phishing page.

These emails do not originate from ADP and our analysis has revealed that they may contain malicious
content. We're working with our fraud prevention team and anti-phishing vendor to address this incident.
Please see the example below which may vary in content and sender.

ADP Deductions <state-deductions.adp@uona.edu> 11:02 AM

AD

Your employee deduction has increased -

Hi

Thank you again for sending us your new deduction rate. We've just finished updating your account. Your deduction rate was increased from 1.9% to 5%, effective on
06/12/2019

Your payroll application now shows your current rate, as well as your new rate and its effective date. Just log in to hitps://runayroll.adp.com/ and select Company = Tax Info = SUI
State = Edit if you want to make changes.

Note: Your normal employee Net Pay will reduce. We advise you review this properly to make possible corrections.
For security purpose you will be required to verify your identity with a PIN sent to when making any changes

Thank youl
Your ADP® Service Team
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How to Report a Phishing Email
Be alert for this fraudulent email and follow the instructions below if you receive any suspicious email.
¢ Do not click on any links or open any attachments within the message.
e Forward the email as an attachment to abuse@adp.com, then delete it.
e [f youclicked any link or opened an attachment in the email, immediately contact your IT support.

The ADP Global Security Organization continues to actively monitor this situation. Clients are encouraged
to visit our website at www.adp.com/trust to learn more about how ADP protects data, and how clients can
help protect themselves. Protecting our clients and their data from malicious activity is a top priority for
ADP.
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