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Date: October 23, 2019
From: ADP Global Security Organization
Subject: Phishing Campaign: "AUTOMATED DATA PROCESSING." // "Workforcenow: New sign in

process." // “ADP: Do we hold your active contact?”

ADP has received reports regarding fraudulent emails being sent to ADP clients from email addresses that
have the following format: <Display Name<AT>siumed[.]Jedu> with the following subject lines:
"AUTOMATED DATA PROCESSING." or "Workforcenow: New sign in process” or “ADP: Do we hold your
active contact?”. These emails instruct the recipient to click on a link to learn more about a new sign in
process on a new secure platform.

Message Sender:
<Display Name<AT>siumed|[.]Jedu>

Message Subject:

"AUTOMATED DATA PROCESSING."
"Workforcenow: New sign in process."
“ADP: Do we hold your active contact?”

These emails do not originate from ADP and our analysis has revealed that they may contain malicious
content. We're working with our fraud prevention team and anti-phishing vendor to address this incident.
Please see the examples below which may vary in content and sender.

AP

Always Designing
for People”

Hello,

We have updated your workforcenow signing page to a more security guaranteed
platform following the increased target on HR and payroll practitioners. Please proceed to
sign in below to get familiar with the new sign in process.

https://workforcenow.adp.com

Having trouble with your sign in? Contact support

Following this new development our updated terms and privacy policy will be sent out on
November 15t 2019.
For more clarification and answers to your questions contact your administrator

Thank you
Jill Guinan
Automated Data processing

This is a message from ADP, LLC. To remove yourself from our fist, please click here to opt out. You can also write
to ADP, One ADP Boulevard, Roseland, NJ 07068 — Attn: Marketing Dept. - Unsubscribe and tell us to unsubscribe you. You
may resubscribe to ADP marketing emsils at any time by glicking here. If your company is cumently receiving services from
ADP, this will not impact the electronic messages we send to you for purposes of defivering such services. For additional
information on our privacy cti see ADP Online Privacy Statement. Copyright ® 2019 ADP, LLC

ADP, the ADP logo, and Always Designing for People are trademarks of ADP, LLC.
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If you are having trouble reading this emai, plesse click on view blocked content.

Hello,

We have updated your workforcenow signing page to a more security guaranteed
platform following the increased target on HR and payroll practitioners. Please proceed to
sign in below to get familiar with the new sign in process.

hitps://workforcenow.adp.com
Having trouble with your sign in? Contact support

Following this new development our updated terms and privacy policy will be sent out on
November 15t 2019.
For more clarification and answers to your questions contact your administrator.

Thank you
Automated Data processing

The ADP Logo, ADP and RUN Powered by ADP are registered trademarks, and Aiways Designing for People are
trademarks, of ADP, LLC. Copyright ®2018 ADP, LLC. ALL RIGHTS RESERVED. #0916LKK

This is 8 message from ADP, LLC. To remove yourself from our marketing fist, please cick here to opt out. You can also wiite
to ADP, One ADP Boulevard, Roseland, NJ 07088 — Attn: Marketing Dept. - Unsubscribe and tell us to unsubscribe you. You
may resubscribe to ADP marketing emails at any time by cicking here. If your company is currently receiving services from
ADP, this will not impact the electronic messages we send to you for purposes of delivering such services. For additional il
information on our privacy practices, see ADP Online Privacy Statement. Copyright © 2018 ADP, LLC

Thu 102472079 3:93 M
Kassandra Rickman <krickman97 @siumed.edu>
ADP: Do we hold your active contact?

** This e-mail is from am external source, please use caution when opening attachments and executing links!! *=

[] Thebnkedt
image cannot
be displayed.

e file may
hawve been
renamed, or

s vy

Let us know i we bold your actve contact information o avod complication when our leam needs 1o conlact you. please reviews e contact infarmation we
have for you helow

Ths 15 & means of updating contact nformation for secunty reliabiity and excellent cuslomes senvice.

‘Your Email tracking number: THDN48JSLABULGINA

Review your contact information below:

hitps:ifworkforcenow. adp com/security_profie20%Emailtracking ID=7HDN45.)SLABULGINS

‘Your security is our pricrity hence you will keep receiving this nofification until you have taken the steps reguired.

Thank you
AUTOMATED DATA PROCESSING

ADP, the ADP logo, and Always Designing for People are trademarks of ADP, LLC.
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How to Report a Phishing Email
Be alert for this fraudulent email and follow the instructions below if you receive any suspicious email.
e Do not click on any links or open any attachments within the message.
e Forward the email as an attachment to abuse@adp.com, then delete it.
e |[fyou clicked any link or opened an attachment in the email, immediately contact your IT
support.

The ADP Global Security Organization continues to actively monitor this situation. Clients are encouraged
to visit our website at www.adp.com/trust to learn more about how ADP protects data, and how clients
can help protect themselves. Protecting our clients and their data from malicious activity is a top priority
for ADP.

ADP, the ADP logo, and Always Designing for People are trademarks of ADP, LLC.
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