


Companies that employ technology workers face special
challenges in managing their workforces. These businesses
need highly skilled and motivated workers to operate at
peak performance in a competitive, innovative industry.

The latest data from the U.S. Bureau of Labor Statistics (BLS)
show employment in most information technology fields is
expected to grow faster than the average for all occupations
through 2016, especially computer security administrators.

Finding ways to offer attractive pay and benefit packages to recruit
and retain the best of these IT professionals while controlling
labor and benefit costs has always been a challenge in this
industry—in both boom times and in a faltering economy.

Meanwhile, compliance with regulations affecting the workforce
is becoming ever more complicated. Employment issues are

on the front burner as bhoth federal and state lawmakers and
regulators consider health care reform, retirement security,
wages, and immigration issues. Wage and Hour rules and
worker classification issues continue to bedevil employers.

In this complicated terrain, employers need to tread
carefully to maintain their human capital advantage.



Special Stresses on IT Workers

The nature of IT work puts special pressure

on employees. The work is by definition
intense, especially as technology becomes
more essential to every facet of modern
global business. System downtime is
unacceptable and rapid technological
change creates constant demands on IT
employees to perform at zero error levels.

Because of the 24/7 nature of the work, IT

employees require maximum flexibility in
order to meet these high demands. They
often need to work nights, weekends, and

downtime to recharge after an intense work
period. This makes timekeeping, leave

tracking, and wage and hour compliance
complex and demanding for businesses.

In addition to the demands of the job,

IT workers are under constant pressure
to stay abreast of rapid innovation as
each generation of technology appears
and then quickly becomes obsolete.

This requires employers to provide
constant training and development to
their tech workers, which can create both

overtime, and consequently require sufficient budgetary and time allocation issues.

Employment Issues

Employment in all IT occupations is
expected to increase by about 800,000

jobs through 2016, according to the latest
projections by BLS, up 24 percent compared
with 10 percent for all occupations.

Network systems and data communication

analysts are expected to see the most rapid
growth, up 53 percent, the fastest growing
occupation in the United States. Only
employment of computer programmers is
expected to decrease, down 4 percent.



Occupational Employment Projections to 2016:
Computer Occupations wumberin thousands

JOB TITLES EMPLOYMENT EMPLOYMENT PERCENT CHANGE
NUMBER 2006 NUMBER 2016 2006 -2016
Computer and information 25 31 21.5%
scientists, research 70
1 1 1
Computer programmers 435 417 -4.1%
1 1 1
Computer software o
engineers, applications 507 133 44.6%
1 1 1
Computer software o
engineers, system software 330 449 28.2%
I I I
Computer support specialists 552 624 12.9%
I I I
Computer system analysts 504 650 29.0%
1 1 1
Database administrators 119 154 28.6%
1 1 1
Network and computer systems
administrators 309 393 26.9%
1 1 1
Network systems and data o
communications analysts 262 402 93.4%
I I I
Computer Specialists, all others 136 157 15.1%

Source: Bureau of Labour Statistics, Monthly Labor Review, November 2007, p.107 A BNA graphic



In this still rapidly expanding profession,
IT workers tend to be constantly on the
lookout for new career opportunities and
have both ease of access to and familiarity
with online job searches. For businesses,
the resulting rapid turnover among IT

professionals is a constant concern.

Replacing an IT professional is costly not
only in lost work time but also in the loss of
institutional knowledge when an employee
familiar with a company’s IT system leaves.
Another management problem employers
face is that career paths for IT employees
are indefinable and therefore a company
often cannot offer employees a clear path
of advancement in the shifting landscape.
The solution to this dilemma is: “Early and
frequent communication of the relative
benefits of the current organization over
labor market competitors,” combined

with reliable delivery of those benefits.

To address the problem of maintaining
adequate staffing levels of quality IT
professionals, many companies have
turned to outsourcing and/or offshoring
their IT functions. The most common

use of offshoring and outsourcing is for
computer programmers and support
specialists, according to BLS. While many
such jobs are now located in countries

such as India, the offshoring/outsourcing
phenomenon also positively affects U.S.
employment in some highly-skilled areas,
such as software engineering, BLS said.

However, this solution comes with its own
set of complications, such as dealing with
U.S. immigration laws or the complexities

of operating in a foreign environment.

As margins shrink and business volatility
increases, organizations are becoming
increasingly creative with the composition
of their workforce, according to a workplace
trends report issued in May 2009 by Yoh,
Inc. “While the value of incorporating
non-employees into the workforce is well-
understood... the optimal level of their

use is less known. Complicating matters
further are differing labor laws and work
cultures around the globe, each presenting
a unique set of challenges and opportunities
for leveraging the flexible workforce.”

Finally, diversity is a concern in this
male-dominated occupation. Recruiting
women is a priority for several industry
associations, such as the Coalition to
Diversify Computing, and many university
IT programs are making conscious efforts
to recruit female and minority candidates.



Benefits

Designing a competitive package of
benefits to attract and retain high-caliber IT
employees is a challenge for employers.

Because of the high-stress and irregular
demands of the profession, IT employees are
particularly concerned about work-life balance
and flexibility of working hours. Flexible working
arrangements come in many varieties, but the
most common arrangements are: flextime, part-
time work, compressed work schedules, job
sharing and telecommuting. Designing flexible
working arrangements is complicated and time-
consuming. Employers should make certain
that the company’s business needs are being
met and that employees with flexible work
arrangements are not placing an undue burden
on those who do not have such arrangements.

IT professionals also require continuing education
and training to stay current with their rapidly
changing field. For example, a 2009 BLS report
indicates that subspecialties such as wireless
networking will grow rapidly through 2016. “Many
continuing education programs are provided

by employers, hardware and software vendors,
colleges and universities, and private training
institutions,” the BLS report said. “Professional
development seminars offered by computing
services firms also can enhance skills and
advancement opportunities,” the report suggests.

Careful planning and tracking are essential
to ensure good program design and achieve
desired outcomes, and to make sure that
business needs are met while employees
are engaged in continuing education.

Regardless of the group to be trained or the topic
or skill to be taught, development should be
undertaken as an orderly process to ensure the
appropriateness of the final training program.
While health care benefits are usually available
to IT employees, complex new federal health
care regulations may be on the horizon

For example, one of the first incremental health
reform bills signed into law under the new
administration required employers to allow
employees involuntarily terminated between

Sept. 1, 2008, and Dec. 31, 2009, to have an
opportunity to elect COBRA coverage and have 65
percent of the premium paid by the employer. The
rules and administration of the COBRA subsidy
program are complex. Meanwhile, employers

are waiting to see what form comprehensive
national health care legislation will take.

Because IT employees tend to change jobs
frequently, they are often better served by
defined contribution retirement plans, such

as 401(k)s, rather than defined benefit plans.
However, 401(k) plans and other qualified
retirement plans can be relatively difficult and
time-consuming for a company to administer.
Administrators of defined contribution plans
have been struggling to maintain proper
procedures, according to a recent survey report.

Meanwhile new requirements continue to be
implemented. Most recently, the Internal Revenue
Service issued rules in February, concerning
automatic enroliment of employees in 401 (k)
plans (74 Fed. Reg. 8,200). Legislation has

been proposed at the federal level (H.R.

1984) which would require full disclosure of

fees charged to 401(k) plan participants.

Unless a company has in-house personnel
with experience, it is generally advisable to
hire outside professionals, such as attorneys,
accountants, or third party administrators
(TPAs). Otherwise, business managers could
easily spend a large percentage of their time
solely dealing with 401(k) issues and trying to
keep up with the latest rules and regulations.



Also, employees of many IT firms are still often
offered stock options and the lure of those options
may draw top employees away from firms that

do not offer them. Federal tax law governing

stock options is complex and an employer needs
to ensure that granting and exercising those

stock options adhere to those laws. In general,
stock options fall into two groups—incentive

stock options or nonqualified stock options.
Federal tax law provides special treatment and
qualification requirements for incentive stock
options. Nonqualified stock options do not satisfy
the federal tax law requirements, and, therefore,
do not receive special tax treatment. They do,
however, provide more flexibility for tailoring a
plan to fit the needs of employers and employees.

Compliance Burden May Increase

With the advent of a new administration in
Washington, many experts expect an era of
federal activism in areas such as immigration,
and health and safety. Many of these changes will
affect technology companies and their workers.

Because the scarcity of highly-skilled IT engineers
and programmers may necessitate hiring foreign
workers or outsourcing operations, employers
must be up-to-date on immigration regulations
such as the H-1B visa limits and rules enforced
by the U.S. Immigration and Custom Enforcement
service. In addition, a mandate to use the federal
electronic name and identification verification
system E-Verify is expected in the near future.

IT specialists usually work about 40 hours a week,
but if their employer requires computer support
over extended hours, they may be “on call” for
rotating evening or weekend work. Overtime

may be necessary when unexpected technical
problems arise, which can make tracking hours
and payroll complex. Therefore IT employers must
be especially alert to compliance with federal

and state wage and hour laws and regulations.

While many technology consultants operate
as independent contractors, federal, state and
local governments are taking a closer look at

whether some contractors are actually employees.
As a recent example, Colorado Gov. Bill Ritter

(D) signed a bill (H.B.1310) June 2, 2009,
allowing persons to file a complaint with the
state alleging an employer is misclassifying

an employee as an independent contractor.

Changes may be coming for other federal laws,
such as the Family and Medical Leave Act,
Employee Retirement Income Security Act, and
payroll regulations such as 409A, which governs
accounting for the pay for highly compensated
employees, and regulations in the granting of
stock options, all of which may affect technology
workers and complicate management of these
employees’ compensation. For example, several
bills have been introduced that would expand
the scope of the FMLA. One bill (H.R. 2161)
would repeal certain regulations in areas such

as intermittent leave and attendance bonuses.
Another bill (H.R. 2132) would amend the FMLA
to permit leave to care for a domestic partner, a
child of a domestic partner, a same-sex spouse,
a parent-in-law, an adult child, a sibling, or a
grandparent if that person has a serious health
condition. Yet another recently introduced bill
would mandate paid sick leave (H.R. 2460).



Privacy and Cybercrime

security specialists have increased in recent years
as cyber attacks have become more common.

High-profile security breaches and exposure of
individual personal data to identity theft highlights

the importance of background checks and
monitoring of IT workers. The computer security
specialist position has taken on a higher profile
and importance in the business world. According
to BLS, computer security specialists educate
users about computer security, install security
software, monitor networks for security breaches,
respond to cyber attacks, and, in some cases,

gather data and evidence to be used in prosecuting

cyber crime. The responsibilities of computer

Conclusion

In rapidly changing economic and technological
conditions, IT professionals are critical to

every business function — from securing the
front door to making sure the CEQ’s laptop
works in Asia. Not only that, the IT team is
critical to prevention of cybercrime and privacy
breaches that expose employers to serious
financial and corporate reputation risks.

Because keeping IT systems secure and
operating is a stressful 24/7/365 job, the
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Security should be built in at all levels of a
company’s computer and information systems
and this requires routine penetration testing and
third-party audits, as well as clear and specific
security policies. Employers should try to limit
how many employees have access to confidential
information and make sure those employees are
thoroughly and regularly vetted before and while
they have access to sensitive data. Workplace
privacy policies are particularly important.

smart employers will make every effort to

keep experienced |IT employees on board with
job flexibility and competitive benefits, while
treading through a minefield of federal and
state regulations in areas such as family leave,
immigration, and wage and hour laws.

The reward of successfully negotiating these
turbulent waters is retaining a motivated, high-
caliber IT team with the institutional knowledge
and loyalty top-notch businesses require.
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